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NO.115 A network technician isinstalling new software on a Windows-based server in a different geographical location. Which of
the following would be BEST for the technician to use to perform this task?

* RDP

* SSH

* FTP

* DNS

NO.116 A network technician is investigating an issue with handheld devices in awarehouse. Devices have not been connecting to
the nearest APs, but they have been connecting to an AP on the far side of the warehouse. Which of the following isthe MOST
likely cause of thisissue?

* The nearest APs are configured for 802.11g.

* Anincorrect channel assignment is on the nearest APs.

* The power level istoo high for the AP on the far side.

* Interference exists around the AP on the far side.
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NO.117 According to troubleshooting methodol ogy, which of the following should the technician do NEXT after determining the
most likely probable cause of an issue?

* Establish aplan of action to resolve the issue and identify potential effects

* Verify full system functionality and, if applicable, implement preventive measures

* Implement the solution or escalate as necessary

* Test the theory to determine the cause

NO.118 A company that uses Vol P telephones is experiencing intermittent issues with one-way audio and dropped conversations
The manufacturer says the system will work if ping times are less than 50ms. The company has recorded the following ping times:

[10ms [10ms [10ms [100ms[70ms [5ms  [5ms [80ms [100ms[5ms [5ms

Which of the following isMOST likely causing the issue?
* Attenuation

* Latency

* VLAN mismatch

* Jitter

NO.119 Which of the following is the physical security mechanism that would MOST likely be used to enter a secure site?
* A landing page

* An access control vestibule

* A smart locker

* A firewall

NO.120 A network engineer configured new firewalls with the correct configuration to be deployed to each remote branch.
Unneeded services were disabled, and al firewall rules were applied successfully. Which of the following should the network
engineer perform NEXT to ensure al the firewalls are hardened successfully?

* Ensure an implicit permit rule is enabled

* Configure the log settings on the firewalls to the central syslog server

* Update the firewalls with current firmware and software

* Use the same complex passwords on all firewalls

NO.121 Two remote offices need to be connected securely over an untrustworthy MAN. Each office needs to access network shares
at the other site. Which of the following will BEST provide this functionality?

* Client-to-site VPN

* Third-party VPN service

* Site-to-site VPN

* Split-tunnel VPN

NO.122 AnIT officer isinstalling anew WAP. Which of the following must the officer change to conned users securely to the
WAP?

* AESencryption

* Channel to the highest frequency within the band

* TKIP encryption protocol

* Dynamic selection of the frequency

NO.123 A network engineer isinvestigating reports of poor network performance. Upon reviewing areport, the engineer finds that
jitter at the office is greater than 10ms on the only WAN connection available. Which of the following would be MOST affected by
this statistic?

* A VolP salescall with acustomer
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* An in-office video call with a coworker
* Routing table from the ISP
* Firewall CPU processing time

NO.124 A technician is writing documentation regarding a company& #8217;s server farm. The technician needs to confirm the
server name for all Linux servers. Which of the following commands should the technician run?

* jpconfig

* nslookup

* arp

* route

NO.125 A rogue AP was found plugged in and providing Internet access to employees in the break room. Which of the following
would be BEST to use to stop this from happening without physically removing the WAP?

* Password complexity

* Port security

* Wireless client isolation

* Secure SNMP

NO.126 A technician is connecting multiple switches to create alarge network for anew office. The switches are unmanaged Layer
2 switches with multiple connections between each pair. The network is experiencing an extreme amount of latency. Which of the
following is MOST likely occurring?

* Ethernet collisions

* A DDoS attack

* A broadcast storm

* Routing loops

NO.127 A network administrator wants to analyze attacks directed toward the company&#8217;s network. Which of the following
must the network administrator implement to assist in this goal ?

* A honeypot

* Network segmentation

* Antivirus

* A screened subnet

NO.128 Which of the following can be used to centrally manage credentials for various types of administrative privileges on
configured network devices?

* SSO

* TACACS+

* Zero Trust

* Separation of duties

* Multifactor authentication

NO.129 There are two managed legacy switches running that cannot be replaced or upgraded. These switches do not support
cryptographic functions, but they are password protected. Which of the following should a network administrator configure to BEST
prevent unauthorized access?

* Enable a management access list

* Disable access to unnecessary services.

* Configure astronger password for access

* Disable access to remote management

* Use an out-of-band access method.

N10-008 Dumps 2022 - New CompTIA N10-008 Exam Questions [ Q115-Q130] | Page3/4 |


https://blog.actualtests4sure.com/?p=72
https://blog.actualtests4sure.com/?p=72

This page was exported from - Actual Test Materials
Export date: Fri Nov 15 20:52:50 2024 / +0000 GMT

NO.130 A technician is documenting an application that isinstalled on a server and needs to verify al existing web and database
connections to the server. Which of the following tools should the technician use to accomplish this task?

* tracert

* ipconfig

* netstat

* nslookup

CompTIA N10-008 Exam Practice Test Questions: https://www.actual testsAsure.com/N10-008-test-questions.html]

N10-008 Dumps 2022 - New CompTIA N10-008 Exam Questions [ Q115-Q130] | Paged/4 |


https://blog.actualtests4sure.com/?p=72
https://www.actualtests4sure.com/N10-008-test-questions.html
https://blog.actualtests4sure.com/?p=72

