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Q26. When SSL traffic passes through the firewall, which component is evaluated first?

*  Decryption policy

*  Decryption Profile

*  Security policy

*  Decryption exclusions list

Q27. You have decided to implement a Virtual Wire Subinterface. Which options can be used to classify traffic?

*  Either VLAN tag or IP address, provided that each tag or ID is contained in the same zone.

*  Subinterface ID and VLAN tag only

*  By Zone and/or IP Classifier

*  VLAN tag, or VLAN tag plus IP address (IP address, IP range, or subnet).

Q28. When Network Address Translation has been performed on traffic, Destination Zones in Security rules should be based on:

*  Post-NAT addresses

*  The same zones used in the NAT rules

*  Pre-NAT addresses

*  None of the above
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Q29. Can the Aviatrix platform help you interconnect VPCs/VNets/VCNs with overlapping IP address ranges?

*  Yes, using standard encrypted peering

*  Yes, using S2C (Site-to-Cloud)

*  Yes, using FiightPath

*  No

Site2Cloud builds an encrypted connection between two sites over the Internet, in an easy to use and template driven manner. Its

workflow is similar to AWS VGW or Azure VPN.

Overlapping IP addresses The CIDR blocks at your customer sites are not controlled by us. If CIDR block overlaps with our

operation VPC CIDR, we have to find a way to NAT the address. The cloud provider native solution is not usable in this case. The

Aviatrix site2cloud solution solves this problems:

Q30. Traffic going to a public IP address is being translated by your PANW firewall to your web server&#8217;s private IP. Which

IP should the Security Policy use as the &#8220;Destination IP&#8221; in order to allow traffic to the server.

*  The server&#8217;s public IP

*  The firewall&#8217;s gateway IP

*  The server&#8217;s private IP

*  The firewall&#8217;s MGT IP

Q31. What are the benefits gained when the &#8220;Enable Passive DNS Monitoring&#8221; checkbox is chosen on the firewall?

(Select all correct answers.)

*  Improved DNSbased C&C signatures.

*  Improved PANDB malware detection.

*  Improved BrightCloud malware detection.

*  Improved malware detection in WildFire.

Q32. The User*ID feature is enabled per __________?

*  firewall

*  User*ID agent

*  firewall interface

*  firewall security zone

Q33. For non-Microsoft clients, what Captive Portal method is supported?

*  NTLM Auth

*  User Agent

*  Local Database

*  Web Form Captive Portal

Q34. Which of the following services are enabled on the MGT interface by default? (Select all correct answers.)

*  HTTPS

*  SSH

*  Telnet

*  HTTP

Q35. As per the cloud architecture best practices guidelines in Multi-Cloud Network Architecture (MCNA), which component

provides a consistent transit available in all regions across all public cloud providers.

*  Cloud Operations Layer

*  Global Transit Layer

*  Cloud Applications Layer
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*  Cloud Security Layer

Aviatrix software enables enterprise IT to easily deploy a high-availability, multi-cloud network data plane with end-to-end

encryption, high-performance encryption, multi-cloud security domains, and operational telemetry operations teams need. This is the

main point of connection for every aspect of the cloud. This global transit layer also has the notion of inserting services in its

platform, which is done through the service insertion framework.

Q36. How do you reduce the amount of information recorded in the URL Content Filtering Logs?

*  Enable &#8220;Log container page only&#8221;.

*  Disable URL packet captures.

*  Enable URL log caching.

*  Enable DSRI.

Q37. Which of the Dynamic Updates listed below are issued on a daily basis? (Select all correct answers.)

*  Applications

*  BrightCloud URL Filtering

*  Applications and Threats

*  Antivirus

Q38. As the Palo Alto Networks Administrator responsible for UserID, you need to enable mapping of network users that do not

sign in using LDAP. Which information source would allow for reliable UserID mapping while requiring the least effort to

configure?

*  Active Directory Security Logs

*  WMI Query

*  Captive Portal

*  Exchange CAS Security logs

Q39. In PAN-OS 6.0, rule numbers were introduced. Rule Numbers are:

*  Dynamic numbers that refer to a security policy&#8217;s order and are especially useful when filtering security policies by tags

*  Numbers referring to when the security policy was created and do not have a bearing on the order of policy enforcement

*  Static numbers that must be manually re-numbered whenever a new security policy is added

Q40. Using AWS Terraform provider, a customer created an AWS Transit Gateway with 50 VPCs attached to it.

After attaching the VPCs and spinning up some EC2 instances in them, none of the instances can communicate with each other.

What should be done to resolve the issue?

*  There must be security group rules blocking traffic as AWS auto configures VPC routing tables

*  Configure BGP communities in VPC such that all VPCs that need to communicate with eachother have same community defined

*  Create routing tables in each VPC, add CIDR for all the other VPCs in the routing table pointing to AWS Transit Gateway

*  There must be security group rules blocking traffic as BGP in VPC auto configures VPC routing tables

Q41. Which of the following options may be enabled to reduce system overhead when using Content ID?

*  STP

*  VRRP

*  RSTP

*  DSRI

Q42. When configuring Admin Roles for Web UI access, what are the available access levels?

*  Enable and Disable only

*  None, Superuser, Device Administrator

*  Allow and Deny only
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*  Enable, Read-Only and Disable

	

	

Introduction to Aviatrix Certified Engineer (ACE) Exam
The first multi-cloud networking and security credential open to technical professionals and cloud professionals is the Aviatrix

Certified Engineer (ACE) program. The ACE certification is intended for individuals who already understand basic networking

principles and train engineers and operational personnel in AWS, Azure, Google Cloud, and Oracle Cloud Infrastructure with

working knowledge of native networking constructs and skills to develop use cases and multi-cloud architectures using Aviatrix

software.

The ACE curriculum offers ongoing education that enables developers, engineers, and technical staff to develop advanced

competency in native cloud capabilities and provides a structure for applying this expertise to network architecture and design trends

in order to meet customer requirements.

How to Prepare For Aviatrix Certified Engineer (ACE) Exam Preparation Guide for Aviatrix Certified Engineer
(ACE) Exam Introduction
The Aviatrix cloud network platform offers advanced networking, security and operational visibility with the flexibility and

automation of the cloud needed by enterprises. More than 400 customers worldwide use Aviatrix to develop, deploy and operate a

repeatable network and security architecture that is compatible with every public cloud with its validated multi-cloud network

reference architecture. Aviatrix is enabling IT to drive and accelerate the transition to the cloud in accordance with the industry's

first and only multi-cloud networking certification (ACE).

The Aviatrix cloud network platform offers a single, common multi-cloud networking platform, irrespective of which public cloud

providers are used. With the organisational visibility and control they need, Aviatrix provides the flexibility and automation

businesses expect in the cloud. Aviatrix is redefining cloud networking and putting back power of enterprise IT.

The Aviatrix Certified Engineer (ACE) course is the industry's first and only certification and training programme for multi-cloud

networking.

This document is an exam guide intended to help applicants determine the significance of the Aviatrix Certified Engineer (ACE)

Exam and to provide all necessary details like prerequisites, exam contents and format etc. for the best exam preparation of

interseted candidates. This guide includes information on the certification test target audience, recommended preparation and

documentation, and a full list of exam targets, all with the intention of helping you obtain a passing grade. In order to increase your

chances of passing the test, we strongly recommend a mix of on-the-job experience, course attendance, and self-study.

 

Achieve the ACE Exam Best Results with Help from Aviatrix Certified Experts: 
https://www.actualtests4sure.com/ACE-test-questions.html]
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