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NEW QUESTION 10

When using FortiPresence as a captive portal, which two types of public authentication services can be used to access guest Wi-Fi?
(Choose two.)

* Social networks authentication

* Software security token authentication

* Short message service authentication

* Hardware security token authentication

Thisinformation along with the social network authentication logins with Facebook, Google, Instagram, Linkedin, or FortiPresence
using your WiFi.
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Captive Portal configurations for social medialogins and internet access. Y ou can add and manage sites using the integrated Google
maps and manoeuvre your hardware infrastructure easily.

NEW QUESTION 11

Where in the controller interface can you find awireless client& #8217;s upstream and downstream link rates?
* Onthe AP CLI, using the cw_diag ksta command

* Onthe controller CLI, using the diag wireless-controller wlac -d sta command

* Onthe AP CLI, using the cw_diag -d sta command

* Onthe controller CLI, using the WiFi Client monitor

NEW QUESTION 12

Which two statements about distributed automatic radio resource provisioning (DARRP) are correct? (Choose two.)

* DARRP performs continuous spectrum analysis to detect sources of interference. It uses thisinformation to allow the AP to select
the optimum channel.

* DARRP performs measurements of the number of BSSIDs and their signal strength (RSSI). The controller then uses this
information to select the optimum channel for the AP.

* DARRP measurements can be scheduled to occur at specific times.

* DARRRP requires that wireless intrusion detection (WIDS) be enabled to detect neighboring devices.

According to Fortinet training: &#8220;When using DARRP, the AP selects the best channel available to use based on the scan
results of BSSID/receive signal strength (RSSI) to AC&#8221; and & #8220;To set the running time for DARRP optimization, use
the following CLI command within the wireless controller setting: set darrp-optimize {integer}. Note that DARRP doesn& #8217;t
do continuous spectrum analysis& #8230;& #8221

NEW QUESTION 13

Which factor isthe best indicator of wireless client connection quality?

* Downstream link rate, the connection rate for the AP to the client

* Thereceive signa strength (RSS) of the client at the AP

* Upstream link rate, the connection rate for the client to the AP

* The channel utilization of the channel the client is using

SSl, or &#38220;Received Signal Strength Indicator,& #8221, is a measurement of how well your device can hear asignal from an
access point or router. 1t&#8217;savalue that is useful for determining if you have enough signal to get a good wireless connection.

NEW QUESTION 14

Where in the controller interface can you find awireless client& #8217;s upstream and downstream link rates?
* Onthe AP CLI, using the cw_diag ksta command

*On the controller CLI, using the diag wireless-controller wlac -d sta command

* Onthe AP CLI, using the cw_diag -d sta command

*On the controller CLI, using the WiFi Client monitor

NEW QUESTION 15

Which of the following is arequirement to generate analytic reports using on-site FortiPresence deployment?
* SQL services must be running

* Two wireless APs must be sending data

* DTLS encryption on wireless traffic must be turned off

* Wireless network security must be set to open
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NEW QUESTION 16

Which administrative access method must be enabled on a FortiGate interface to allow APs to connect and function?
* Security Fabric

* SSH

* HTTPS

* FortiTelemetry

NEW QUESTION 17

Which two roles does FortiPresence analytics assist in generating presence reports? (Choose two.)
* Gathering details about on site visitors

* Predicting the number of guest users visiting on-site

* Comparing current data with historical records

* Reporting potential threats by guests on site

NEW QUESTION 18

When configuring Auto TX Power control on an AP radio, which two statements best describe how the radio responds? (Choose
two.)

* When the AP detects any other wireless signal stronger that -70 dBm, it will reduce its transmission power until it reaches the
minimum configured TX power limit.

* When the AP detects PF Interference from an unknown source such as a cordless phone with asignal stronger that -70 dBm, it
will increase its transmission power until it reaches the maximum configured TX power limit.

* When the AP detects any wireless client signal weaker than -70 dBm, it will reduce its transmission power until it reaches the
maximum configured TX power limit.

* When the AP detects any interference from atrusted neighboring AP stronger that -70 dBm, it will reduce its transmission power
until it reaches the minimum configured TX power limit.

NEW QUESTION 19

Which statement describes Forti Presence location map functionality?
* Provides real-time insight into user movements

* Providesreal-timeinsight into user online activity

* Providesreal-timeinsight into user purchase activity

* Providesreal-timeinsight into user usage stats

NEW QUESTION 20

Refer to the exhibits.

Exhibit A
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Exhibit B
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The exhibits show the diagnose debug log of a station connection taken on the controller CLI.

Which security mode is used by the wireless connection?
* WPA2 Enterprise
* WPAS3 Enterprise
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* WPA2 Personal and radius MAC filtering
* Open, with radius MAC filtering
Best security option is WPA2-AES.

NEW QUESTION 21

Y ou are investigating a wireless performance issue and you are trying to audit the neighboring APs in the PF environment. Y ou
review the Rogue APs widget on the GUI but it is empty, despite the known presence of other APs.

Which configuration change will allow neighboring APs to be successfully detected?

* Enable Locate WiFi clients when not connected in the relevant AP profiles.

* Enable Monitor channel utilization on the relevant AP profiles.

* Ensurethat al allowed channels are enabled for the AP radios.

* Enable Radio resource provisioning on the relevant AP profiles.

The ARRP (Automatic Radio Resource Provisioning) profile improves upon DARRP (Distributed Automatic Radio Resource
Provisioning) by alowing more factors to be considered to optimize channel selection among FortiAPs. DARRP uses the neighbor
APs channels and signal strength collected from the background scan for channel selection.

NEW QUESTION 22
Refer to the exhibits.

Exhibit A

edit “FPX
set
thors AP1”
“Authors”™

config radio-2
end

next

(e.C
edit “FPI!iX"‘.'-')"""‘-.&ksu
3 Ie%tSHcl nle
a‘il,. lame “ Authors AP2”
G‘_U set wtp-profile “Authors”

config radio-1
end
config radio-2
end
next
edit “FPX
set admin
- name “ Authors AP3”
o “Authors”
config rad
end
config radio-2
end
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Exhibit B

sh wireless-controller wtp-profile Authors
config wireless-controller wtp-profile
edit “Authors”
set comment “APs allocated to authors”
set handoff-sta-tresh 30
config radio
set band 802.11n-5G
set channel-bonding 40MHz
set auto-power-level enable
set auto-power-high 12

set auto-power-low 1

set vap-all tunnel O
set channel “36” “407 “44” “—lc’” %
ll(jl"Jd'l \\64!} 1\10[‘_‘]!’ t\lrJ;‘lJ! “1LJ}%" \\1& ." \\1 ,4.‘!

“128” “1327 “136” ts
- es
AL
tu cand 802.11n, g-only

. a set auto-power-level enable
&

set auto-power-high 12
set auto-power-low 1
set vap-all tunnel
set channel *“1% “e” ™11~
end
next

end

config wireless-controller wvap
"Authors”
ssid “Authors”
security wpaZ-only-enterprise
radius-mac—-auth enable
radius-mac—-auth-server “Main AD"”
local-bridging enable
intra-vap-privacy enable
schedule “always”

A wireless network has been created to support a group of usersin a specific area of abuilding. The wireless network is configured
but users are unable to connect to it. The exhibits show the relevant controller configuration for the APs and the wirel ess network.

Which two configuration changes will resolve the issue? (Choose two.)

* For both interfaces in the wtp-profile, configure set vaps to be & #8220;Authors& #8221,
* Disable intra-vap-privacy for the Authors vap-wireless network

* For both interfaces in the wtp-profile, configure vap-all to be manual

* |ncrease the transmission power of the AP radio interfaces

NEW QUESTION 23
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Which two phases are part of the processto plan awireless design project? (Choose two.)
* Project information phase

* Hardware selection phase

* Site survey phase

* |nstallation phase

Reference:

https://www.automati on.com/en-us/articles/2015-2/wirel ess-devi ce-network-planning-and-design

NEW QUESTION 24

When deploying awireless network that is authenticated using EAP PEAP, which two configurations are required? (Choose two.)
* An X.509 certificate to authenticate the client

* An X.509 to authenticate the authentication server

* A WPA2 or WPA3 personal wireless network

* A WPA2 or WPA3 Enterprise wireless network

NEW QUESTION 25

When enabling security fabric on the FortiGate interface to manage Forti APs, which two types of communication channels are
established between FortiGate and Forti APs? (Choose two.)

* Control channels

* Security channels

* FortLink channels

* Datachannels

The control channel for managing traffic, which is always encrypted by DTLS. | The data channel for carrying client data packets.

NEW QUESTION 26

Which two phases are part of the process to plan awireless design project? (Choose two.)
* Project information phase

* Hardware selection phase

* Site survey phase

* |nstallation phase

NEW QUESTION 27

What type of design model does FortiPlanner use in wireless design project?

*Architectural model

* Predictive model

* Anaytical model

* |ntegration model

FortiPlanner will look familiar to anyone who has used architectural or home design software.

NEW QUESTION 28
What isthe first discovery method used by FortiAP to locate the FortiGate wireless controller in the default configuration?

* DHCP
* Static
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* Broadcast
* Multicast
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