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VMware 2V0-62.21 Exam Objectives
VMware 2V0-62.21 exam is designed for individuals who have a strong foundation and expertise in selling the VMware Workforce

One solution. VMware 2V0-62.21 exam dumps will help you to go on the next level of preparation. This credential validates that a

successful candidate has the skills to describe the features and capabilities of VMware Workforce One, demonstrate knowledge of

pricing, positioning, and basic competitive differentiators and successfully identify appropriate buyers and influencers and apply use

cases to customers' needs.

Managing Identities and AuthenticationDescribe vCenter Single Sign-On architectureConfigure Identity Stores

VMware 2V0-62.21 certification exam is designed to validate the knowledge and skills of IT professionals in deploying,

configuring, and managing VMware Workspace ONE solutions. Professional VMware Workspace ONE 21.X certification is

intended for professionals who are already working with VMware Workspace ONE and want to further enhance their knowledge

and skills to advance their career.
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NO.20 Which two Workspace ONE UEM core components are required for all on-premises environments? (Choose two.)

*  Device Services

*  AirWatch Cloud Connector

*  Unified Access Gateway

*  Secure Email Gateway

*  Console Services

NO.21 What two features of Hub Services can be enabled without enabling Workspace ONE Access and having the authentication

mode set to Workspace ONE UEM? (Choose two.)

*  enable SSO for applications

*  enable People Search

*  notifications for iOS and Android

*  Hub Virtual Assistant Chatbot

*  Hub Catalog layout

https://docs.vmware.com/en/VMware-Workspace-ONE/services/intelligent-hub_IDM/GUID-012E7722-FC83-4EF5-8ADD-2457E2

9720FE.html And says &#8220;&#8230;.Hub Services can operate with Workspace ONE UEM alone providing a subset of Hub

Services features &#8211; Catalog for UEM apps, Notification, Self-Service Support, and Custom Tab.&#8221;

NO.22 When creating Workspace ONE Intelligence Dashboards, what helps visualize collected data?

*  Elements

*  Widgets

*  Gizmos

*  Snapshots

NO.23 When using Workspace ONE 20.x and higher, which three ways can an administrator using UEM automatically move

devices into specified organization groups? (Choose three.)

*  user group mappings

*  device type mappings

*  location based mappings

*  IP-based mappings

*  device ownership mappings

NO.24 An administrator is preparing to setup email management for Office 365 in UEM.

Which is VMware&#8217;s recommended email deployment model for this scenario?

*  VPN

*  Proxy

*  Indirect

*  Direct

NO.25 Which feature of Workspace ONE UEM can be configured to allow reports to run on a schedule and have them delivered to

a subset of administrators?

*  Windows Scheduled Tasks

*  Report Subscriptions

*  Timed Report Execution

*  SQL Server Reporting Services

https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/services/WS1_ReportsAnalytics.pdf

NO.26 Refer to the exhibit.
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While referencing the exhibit, which SDK profile does Security Policies belong to?

*  Custom SDK Profile

*  Default SDK Profile

*  Application Profile

*  Intune SDK Profile

NO.27 A company has purchased a Workspace ONE UEM SaaS environment and are planning the on-premises servers and services

that will be required. A primary use case is allowing AD authenticated end users to access enterprise SharePoint documents through

the Workspace ONE Content application.

Which two on-premises servers/services should the company plan for? (Choose two.)

*  Unified Access Gateway

*  Workspace ONE UEM API

*  Secure Email Gateway

*  AirWatch Cloud Connector

*  AirWatch Cloud Messaging

NO.28 If an administrator wants to leverage ThinApp packaged applications integrated with Workspace ONE Access, which of the

following is the proper connector version to use?

*  VMware Workspace ONE Access (Windows) version 20.10.0.1.

*  VMware Identity Manager connector (Windows) version 19.03.0.1.

*  VMware Workspace ONE Access (Windows) version 19.03.0.1.

*  VMware Identity Manager connector (Linux) version 20.18.8.1.0.

NO.29 Refer to the Exhibit.
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An administrator has set up an iOS compliance policy for unwanted apps.

Which of the following is the expected behavior when Workspace ONE UEM receives the app sample indicating the presence of the

unwanted app?

*  After 1 day, end user will receive the push notification.

*  The concerned device will be marked as Non-compliant immediately.

*  The concerned device will be unenrolled.

*  After 2 days, all managed apps will be blocked/removed from the concerned device.

NO.30 For federal clients, FIPS 140-2 and AES 256-bit encryption are applied to which three areas? (Choose three.)

*  data in use

*  data in flying

*  data in pace

*  data in rest

*  data in transit

NO.31 Which Security Assertion Markup Language (SAML) configuration item is a pre-requisite to creating a third party identity

provider in Workspace ONE Access?

*  SAML AuthN Request

*  SAML Metadata

*  SAML Assertion

*  SAML AuthN Context
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NO.32 Which three are features of the Workspace ONE Content Gateway service? (Choose three.)

*  Encrypted communications using SSUTLS.

*  Secure access to internal repositories.

*  Provides health status on external repositories

*  Support for most corporate file servers.

*  Provides email notification for Exchange mail.

NO.33 Which of the following is a prerequisite to deploy VMware Unified Access Gateway OVF?

*  VMware vSphere

*  VMware Workstation

*  VMware Fusion

*  VMware Horizon

NO.34 When using Workspace ONE 20.x and higher, which three ways can an administrator using UEM automatically move

devices into specified organization groups? (Choose three.)

*  user group mappings

*  device type mappings

*  location based mappings

*  IP-based mappings

*  device ownership mappings

According to documentation (link below) you can do Device Assignments, User Group Assignments and IP Range Assignments.

https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/2011/WS1_UEM_Managing_Devices.pdf

NO.35 Which two steps would an administrator complete to enable auto-discovery for their Workspace ONE UEM environment?

(Choose two.)

*  Enter the email domain when installing the AirWatch Cloud Connector.

*  Verify the domain by accepting the link in the email that registered auto-discovery.

*  Register email domain within Workspace ONE UEM.

*  Enter the email domain when establishing directory services.

*  Email auto-discovery@workspaceone.com with the domain the administrator wants to register.

https://kb.vmware.com/s/article/50100674

NO.36 A customer is managing only iOS devices using Workspace ONE. They would like to begin managing Android devices.

What would be the first step an administrator needs to complete to begin managing Android Devices?

*  Download and deploy Workspace ONE Unified Access Gateway.

*  Complete Android EMM registration from Workspace One Console.

*  Download and deploy Workspace ONE Access Connectors for Android devices.

*  Configure a Workspace ONE AirLift Server-side Connector.

NO.37 Which three are features of the ENS v2? (Choose three.)

*  Supports most existing corporate file servers.

*  Provides email notification for Exchange Active Sync.

*  Secures access to internal content repositories.

*  Updates the badge count for an unread email.

*  Triggers a background sync on Workspace ONE Boxer.

NO.38 What component of the Hub Services can be integrated with Physical Access Control Systems to allow the Workspace ONE

Intelligent app on mobile devices to act as digital badge?

*  Hub Employee Self-service
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*  Hub Passport

*  Hub Catalog

*  Hub Access

https://docs.vmware.com/en/VMware-Workspace-ONE/services/intelligent-hub_IDM/GUID-662F8F84-F589-469F-A99C-53CC8B

6EFB60.html

https://www.zdnet.com/article/vmware-updates-workspace-one-with-capabilities-for-new-hires/#:~:text=The%20Intelligent%20Hub

%20will%20offer,employee&#8217;s%20identity%20and%20access%20allowances. The proper name is called a &#8220;Digital

Badge Service&#8221; per this official documentation &#8211;

https://docs.vmware.com/en/VMware-Workspace-ONE/services/intelligent-hub_IDM/GUID-662F8F84-F589-469F-A99C-53CC8B

6EFB60.html

NO.39 A company using Mobile SSO would like to avoid deploying an additional connector for Workspace ONE.

They currently do not have a use case for Virtual Apps or advanced authentication such as kerberos, RDA SecureID or Radius.

Which configuration can be used to sync users and groups with a single connector of Workspace ONE?

*  Directory Sync from Workspace ONE UEM to Workspace ONE Access

*  Directory Sync from Workspace ONE Assist to Workspace ONE Access

*  Directory Sync from Workspace ONE Access to Workspace ONE Unified Access Gateway

*  Directory Sync from Workspace ONE Intelligence to Workspace ONE Access

NO.40 An administrator is concerned about help desk employees having the Console Administrator role. The help desk employees

only need to access the device list view page and perform minor troubleshooting steps.

Which console security feature can eliminate the administrators concern?

*  Use Role-Based Access for help desk employees.

*  Change the help desk accounts to user accounts.

*  Use Directory-Based Access for help desk employees.

*  Prevent all access by help-desk accounts.

NO.41 Which domain attribute must be included to meet the SAML assertion requirement for Just-in-Time (JIT) provisioning of

users in the Workspace ONE Access service?

*  distinguishedName

*  userName

*  firstName

*  lastName

https://docs.vmware.com/en/VMware-Workspace-ONE-Access/services/ws1_access_service_administration_cloud/GUID-06A8E16

5-8A04-411B-8C96-9BEC0E283D18.html &#8211; The SAML assertion must include the userName attribute.

When Just-in-Time user provisioning is enabled for a third-party identity provider, users are created or updated in the Workspace

ONE Access service during login based on SAML assertions. SAML assertions sent by the identity provider must contain certain

attributes. The SAML assertion must include the userName attribute.

NO.42 When configuring a Certificate Authority in Workspace ONE, which three protocols are supported? (Choose three.)

*  SCEP

*  EST

*  PKI

*  CMP
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NO.43 Which Workspace ONE UEM feature can assist in sending event log information to a Security Information and Event

Management (SIEM) tool?

*  Syslog Integration

*  Relay Server Integration

*  Certificate Authority Integration

*  File Storage Integration

NO.44 Which is used to authenticate and encrypt traffic from individual applications on compliant devices to internal resources?

*  VMware Tunnel

*  Device Compliance

*  Workspace ONE Intelligence

*  Email Notification Service
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